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Pretty ubiquitous protocol:
• Internet interconnections
• L2 / L3 VPNs
• DC
• …

And you are running it!

BGP
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BGP

“If you run it, it’s good idea to monitor it!”
Anonymous ancient Network Philosopher

Paolo Lucente
BMP – BGP Monitoring Protocol



BGP

Scales great
Hides better
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BGP monitoring before BMP

Adj-Rib-In -> Screenscraping / black magics
Adj-Rib-Out -> Screenscraping / black magics
Loc-RIB -> BGP Peering (with ADD-PATH)
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§ BGP Monitoring Protocol
§ RFC 7854:
• first draft in 2008, sparse work until 2012;
• stall between 2012 and 2015;
• real traction kicks in: 10 drafts between 2015 and 2016;
• RFC award in Jun 2016

§ Uncomplicated protocol design
§ Great effort but ..
• .. industry evolved all these years
• increased hunger for data A DevOps guy during lunch 

break

BMP
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BGP is the world’s best information 
hiding protocol <tm>.  It only gives

me the router’s best path
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And VP does not even 
know why P3 was chosen

Credits to: R. Bush (IIJ) @ BMP BoF, RIPE74

Traditional BGP monitoring



Credits to: R. Bush (IIJ) @ BMP BoF, RIPE74
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With BMP, I learn all the paths
the peering router heard
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BGP monitoring with BMP



StaticBGP Peer-B
Adj-Rib-In (Pre)

Adj-Rib-In (Post)

Filters/Policy Filters/Policy

Accepted Accepted

Adj-Rib-In (Post)

Adj-Rib-Out (Pre)

Adj-Rib-Out (Post)

Filters/Policy

BGP Peer-A
Adj-Rib-In (Pre) ISIS

Loc-Rib

Credits to: T. Evens (Cisco), S. Bayraktar (Cisco), P. Lucente (NTT) @ GROW WG, IETF 98 

Standardized BMP vantage points



BMP message types
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Ongoing work with BMP
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Extend BMP to include optional TLVs for all messages
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Extend BMP to include enterprise bit
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Path Marking TLV
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REL – Route Event Logging in BMP
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BMP Yang Model

Paolo Lucente
BMP – BGP Monitoring Protocol



Paolo Lucente
BMP – BGP Monitoring Protocol

Thanks! Questions?


